[image: image2.jpg]Sreenidhi Institute of Science and Tm:hnnlngy

AUTONOMOUS






Sreenidhi Institute of Science and Technology

(An Autonomous Institution)
Code No:9JC04



                 
                           Date:07-July-2025 (AN)
B.Tech III-Year II- Semester External Examination, July-2025 (Regular)
ETHICAL HACKING (CS AND IOT)
Time:
 3 Hours







                    Max.Marks:60

 
Note:    a)  No additional answer sheets will be provided.

          

b)  All sub-parts of a question must be answered at one place only, otherwise it will not be valued.

          

c)  Missing data can be assumed suitably.





Bloom's Cognitive Levels of Learning (BCLL)

	Remember
	L1
	Apply
	L3
	Evaluate
	L5

	Understand
	L2
	Analyze
	L4
	Create
	L6









Part - A 


Max.Marks: 6x2=12

[image: image1.wmf] Answer all QUESTIONS, EACH QUESTION CARRIES 2 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	1
	What is reconnaissance in ethical hacking, and why is it critical?
	L1
	CO1
	[2M]

	2
	What are the key components of an Information Security Program?
	L1
	CO1
	[2M]

	3
	Define the role and importance of the engagement planner in structuring and coordinating a penetration testing operation.
	L1
	CO2
	[2M]

	4
	Describe how attackers use human interaction to gather confidential information during pre-hack phases.
	L2
	CO3
	[2M]

	5
	Explain how hackers rely on experience and system behavior during exploitation rather than only tools.
	L2
	CO3
	[2M]

	6
	Define mitigation in the context of post-hacking activities.
	L1
	CO4
	[2M]








           Part – B


Max.Marks: 6x8=48
ANSWER ALL QUESTIONS. EACH QUESTION CARRIES 8 MARKS.
	
	
	BCLL
	CO(s)
	Marks

	7.
	Explain the different models of information security: computer, network, service, and application. Discuss how each model contributes to building a layered security architecture for modern IT environments.
	L2
	CO1
	[8M]

	
	OR
	
	
	

	8
	Describe the phases of the Hacker Framework with suitable examples. 
	L2
	CO1
	[8M]

	
	
	
	
	

	9.
	Apply risk analysis techniques to a mid-size e-commerce firm’s ethical hacking plan. Show how to identify critical assets, assess threats, and recommend countermeasures based on business value.
	L3
	CO1
	[8M]

	
	OR
	
	
	

	10
	Analyze the role of business objectives in shaping ethical hacking strategies. Evaluate how factors like uptime, data confidentiality, and customer trust influence test planning and reporting.
	L4
	CO1
	[8M]

	
	
	
	
	

	11
	Describe the roles of blue, red and white teams in an ethical hacking engagement.
	L2
	CO2
	[8M]

	
	OR
	
	
	

	12
	You are assigned to ethically test a government portal. Apply key planning components such as legal clearance, logistics, and attack timing. Provide a practical outline that ensures the test remains controlled, safe, and legally compliant.

	L3
	CO2
	[8M]

	
	
	
	
	

	13
	Apply the concepts of reconnaissance to plan a full-scope test on a hospital’s digital and physical infrastructure. Include both online data gathering and physical security probing with SKRAM frame work.

	L3
	CO3
	[8M]

	
	OR
	
	
	

	14
	Assume you are leading a security audit for a startup. Apply technical and engagement preparation steps. Describe how you would manage the team, assign responsibilities, and prepare tools for a successful hack simulation.
	L3
	CO3
	[8M]

	
	
	
	
	

	15
	Analyze how threads and groups affect the outcome of an exploitation strategy. Discuss how multitasking and privilege escalation are managed in multi-threaded environments during attacks.
	L4
	CO3
	[8M]

	
	OR
	
	
	

	16
	Evaluate the ethical and technical risks of using evasion techniques during penetration testing. Analyze how hiding payloads or bypassing firewalls may help testing but also pose legal and operational concerns.
	L4
	CO3
	[8M]

	
	
	
	
	

	17
	Explain the overall structure and contents of a penetration testing deliverable. 
	L2
	CO4
	[8M]

	
	OR
	
	
	

	18
	Apply the integration process to revise an outdated security policy after a critical breach simulation. Detail how penetration test results lead to actionable policy reforms and control implementations.
	L3
	CO4
	[8M]
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